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TH6NG TU
Quy tlinh vA an toin, b:io mft cho vifc cung c6p dich vg tru. c tuy6n

trong nginh NgAn hirng

Cdn cilr Luqt Ngdn hdng Nhi nudc WQt Nam ngay 16 thdng 6 ndm 2010;

Cdn c* Luit An todn th6ng tin mqng ngdy I 9 thdng I I ndm 2 0 I 5 ;

Cdn c* LuQt An ninh mqng ngay I 2 thdng 6 ndm 20 I 8;

Cdn c* Ludt Giao dich diQn t*ngdy 22 thdng 6 ndm 2023;

Cdn c* Luet Cdc td ch*c tin &1ng ngay t8 tfuing 0t ndm 2024;

Cdn crt Nghi dinh td IOZ|ZOZZLWO-CP ngay 12 thdng 12 ndm 2022 ct)a

Chinh phil quy dinh ch*c ndng, nhi€m vu, quyin han vd co cdu d chtc cia Ngdn

hdng Nhd nudc W€t Nam;

Theo di nghi cila Cqc trudng Cqtc C6ng nghQ th6ng tin;

Thiing diic Ngdn hdng Nhd nrdc W€t Nam ban hdnh Th6ng tu quy dinh vi
an todn, bdo mdt cho viQc cung cdp dich vu trqrc ruydn trong ngdnh Ngdn hdng.

Chuong I

QIIY DtrIH CHUNG

Di6u 1. Ph4m vi tli6u chinh vi tl6i tuqng 6p dgng

1. Pham vi diAu chinh

Th6ng tu ndy quy dlnh c6c y€u ciu bAo dim an toin, bAo mft cho viQc cung

c6p dich vu truc tuy6n trong ngdnh Ng6n hdng, bao gdm:

a) Ho4t d6ng ngin hang vi c6c ho4t dQng kinh doanh kh6c cira t6 chfc tin
dqng, chi nh6nh ngdn hiurg nu6c ngodi;

b) Hoat dQng cung ung dlch vU trung gian thanh toan;

c) Ho4t dQng th6ng tin tin dgng.

2. DiSi tuqng 6p dung

Th6ng tu ndy 6p dlurg d6i voi c6c t6 chirc tin dgng, chi nhrinh ngAn hi,ng



nuoc ngoai, t6 chuc cung ung dich vu tr"ung gian thanlr todn. c6ng q.th6ng 1in tin
dung (sau dAy ggi chung ld don vi).

Di6u 2. Gi6i thich tt'ngir vi thu$t ngfr

Trong Th6ng ru niry, c6c tir ngf du6i d6y duoc hi6u nhu sau:

l.Dichvu tr4c ruydn *ong ngdnh Ngdn hdng (gqi t6t li dich vu Online
Banking) ld dich v.u quy dinh tai kho6n 1 Di6u I Th6ng tu niy dugc ciic clon vi
cung c6p cho khiich hdng tr6n m6i trudng mang dil ttruc trien .a. giuo dich di€n
tu (goi tit li giao dich), kh6ng b,ao g6m c6c giao dich tryc ti6p tai cac acrn'ui cnip
nhin thanh todn qua thii5t bi ch6p nhan the tai dir5m b6n, qua Md phan troi ntrantr
(Quick Response Code - QR Code) hiiln thi tt phia kh6ch hdng.

2. H.€ thiing online Banking ld mQt tQp hqp c6 c6u truc c6ctrang thi6t bi phAn
cung, phdn mem, ccr sd dt liQu, h6 th6ng mqng truydn th6ng vd anioan, bio m6t
d6 san xu6t, truy6n nhAn, thu th6p, xir ly, luu trt vd trao aOi ttrOng tin s6 phuc vu
cho viQc quan lf vd cung c6p djch vu Online Banking, do alon vi thi6t l4p, qu6n
tri, v4n hdnh ho4c thu6 b6n thri ba thiiit l6p, quan tri, vAn hanh.

3. Phin mim ilmg dltng Online Banking ld phan m6m ling dgng cung cAp
dich vU Online Banking.

4. Phin mim timg d4ng Mobile Banking ld ph6n m,5m tmg dung Online
Banking duoc cdi det tr6n thii5t bi di rtQng.

5. Giao dich thanh todn trryc tuyiln ld giao dich thanh to6n tluoc thuc hi6n
bing phuong tiQn diQn tri th6ng qua hQ th6ng Online Banking.

6. Khdch hdng ld cdc t6 chric, c6 nhAn su dqng dich vq Online Banking.
7. Phrong thuc xu lit xuyAn su6t (Straight-Through processing) ld phucrng

thuc trao O6i thOng tin, dt li6u, tai liQu hai chi€u tu <lQng, th6ng qua tet nOi an
toan gita hQ thdng th6ng tin cira kh6ch hang voi h€ th6ng Online Banking.

8. Xdc nhdn giao dich di€n t* (sau day gei ld xdc nhQn giao dich) ldhinh
thuc x6c nhan bing phuong ti€n diQn tu ae th6 hiQn sg ch6p thuQn cta kh6ch hdng
aOi vOi c6c th6ng diQp de li€u trong giao dich dien tu.

9. Md h6a diiim diu d€n di€m cu6i (end to end encryption) ld co ch6 md h6a
an todn th6ng tin 6 di6m diu tru6c khi grii di vd chi dugc gidi mn sau khi nh6n
dugc t4i di6m cu6i trong quri trinh trao a6i tnong tin gita cric img dung, c6c thi6t
bi trong hQ th6ng ntram nAn chti rui ro bi 16, lgt th6ng tin tr6n ducrng truydn.

10. HQ qudn tri co sd dft li)ar ld phAn m6m du-o. c thi6t kC dti qu6n ly, luu tr[,
truy xuAt vd thqc thi c6c truy 

"6r, 
at li€u trong co so dt 1i6u.

DiAu 3. Nguy6n tic chung 
"d 

beo alim an toirn, bio mflt tQ thiing th6ng
tin cho viQc cung c6p dich vg Online Banking

1. He th6ng Online Banking phii tu4n thri quy ilinh vC bAo dAm an toirn h6
thiing th6ng tin c6p d9 3 trd l6n theo quy dinh cta ph6p luft uA bao dam an todn
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hQ th6ng th6ng tin theo cAp dQ, aOi vOi frg th6ng th6ng tin crng c6p dich vu chuy6n

m4ch tdi chinh, dich vg bt tru diQn tri ph6i tuAn tht quy dinh vA biro ddrn an todn

h9 th6ng th6ng tin cAp dQ a trd l6n; tudn thir ti€u chuAn TC\,/N I I 930:201 7 (ti6u

chuAn C6ng nghQ th6ng tin - C6c k! thu4t an todn - Y6u cAu co bdn vd an todn he
.tt ,t ,^, ,:th6ng th6ng tin theo cip d9) vd quy dinh cria Ngdn hdng Nhd nuoc vE an torin hQ

th(ing th6ng tin trong ho4t dQng ng6n hang.

2. 86o dim tinh bi m4t, tinh toa,n vgn cira th6ng tin khrich hang; b6o dim tinh
sin sirng cria h9 th6ng Online Banking d6 cung c6p dich vu m6t c6ch li€n tuc.

3. C6c giao dich cta khrlch hang dugc ph6n lo4i vir danh gi6 mtc dQ rui ro
tOi tnieu theo: nh6m kh6ch hdng, hanh vi sri dqng cria kh6ch hirng, lo4i giao dich,

h4n mric giao dich (n6u c6) vd tuAn thri c6c quy dinh cta ph6p luQt li6n quan. Tr6n
,,

co s0 d6, dcrn vi cung cAp c6c hinh thfc x6c nhfn giao dich pht hqp cho kh6ch

hang lga chgn, tuAn thi t5i tfridu c6c quy dinh sau:

a) Ap dung ti5i tfri6u mQt trong c6c hinh th(rc x6c nh{n quy dinh t?i khoan 3,

khodur 4, khoin 5, khoin 7, khoi,n 8, khoan 9 DiAu 11 Th6ng tu ndy khi thay d,5i

th6ng tin dinh danh khdch hang;

b) Ap dr,rng ti5i *rleu mQt ho[c klit hqp crlc hinh thuc x6c nh{n giao dich theo

quy dlnh t4i Th6ng tu ndy; Trudng hqp ven bin quy phqm ph6p lu{t hu6ng d6n

v6 c6c dich vu quy dinh t4i khoin I Di6u 1 Th6ng tu niy c6 quy dlnh vA hinh thuc

x6c nhAn giao dfch thi thgc hi€n theo vin ban quy pham phdp luft d6;

c) D6i vdi giao dich g6m nhi6u bu6c, phii thyc hign x6c nhfn giao dich t4i

buoc ph€ duyQt cu6i cung.

4. Thpc hiQn kii5m tra, ctiinh gi6 an todn, bio mqt hQ thi5ng Online Banking

dinh k, hang n6m.

5. Thuong xuy6n nh{n dqng rti ro, nguy co gAy ra rui ro vi x6c dinh nguyOn

nh6n gAy ra r[ri ro, kip thdi c6 biQn ph6p phdng ngira, ki6m so6t vd xt lf rui ro
trong cung c6p dich v9 Online Banking.

6. Circ trangthi6t bi ha tAng k! thuf,t c6ng nghQ th6ng tin cung c6p {ch vp

Online Banking phdi c6 bdn quyiin, ngudn g5c, xu6t x,i 16 rdng. Vcri c6c trang

thii5t bi sip h6t vdng ddi san phAm vd s€ kh6ng dugc nhir s6n xu6t ti6p tr,rc h5 trg,

don vi phii c6 k6 hoach n6ng c6p, thay thli theo th6ng b6o cria nhd san xu6t, b6o

dtrm cic trangthi6t bi hp tdng c6 kh6 n6ng cdi d4t phi6n b6n phAn m6m m6i. Trong
^tthoi gian chua n6ng c6p, thay th€, clon vi phni c6 biQn ph6p ting cuong b6o dAm

an todn, bio mit hQ th6ng Online Banking.

7. E6i vdi c6c hQ thiSng c,rng c6p dich vu c6ng thanh toan dign tu, dich vu

h5 trq thu h0, chi hQ, kh6ng phai tuan tht c6c quy dinh tai khoAn 7, khotur 9, kho6.n

10 DiAu 7 vd Mpc 2 Chu<rng II Th6ng tu ndy.
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8. HQ th6ng Online Banking chi dugc hoat d6ng cung c6p dlch r,u cho khdch
hdng khi b6o dAm an todn, bdo mdt rheo quy dinh cua Th6ng tu.ndy vir c6c quy
dinl cira ph6p ludt li€n quan.

Chucrng II
CAC QUY DINI{ CU THT

Msc l. HA TANG KY THUAT CUA HE TH6NG
ONLINE BANKING

Di6u 4. HQ th6ng m4ng, truydn th6ng vh an toin, bio mit
D<m vi ph6i thi6t lfp hQ th6ng mqng, truydn th6ng vd an toi.n, b6o m6t dat

^ I r. ..i
veu cau tol thleu sau:

1. C6 c6c giii ph6p an tod,n, bio mat t6i thiiSu g6m:

a) Tudng hia img dqng ho4c giAi ph6p b6o v9 c6 tinh n6ng tuong <tucrng;

b) Tuong hia co sd dft lipu hoEc giai ph6p b6o vC c6 tinh ning tucrng duong;

c) Gi6i ph6p phdng, ch6ng tAn c6ng tu chtii dich vu @oS - Denial of Service
attack), t6n c6ng tir ch6i dich vU phan ten (DDoS - Distributed Denial of Service
attack) d6i v6i c6c hQ th6ng cung cAp dich W tr.uc ti6p tr6n tntemet;

d) HQ th6ng quan ly vd phAn tich sU kipn an tod,n th6ng tin.

2. Th6ng tin kh6ch hang (th6ng tin nh{n bii5t ka6ch hang, th6ng tin giao dich
cta kh6ch hdng) kh6ng duoc luu trfr t4i phAn vung k6t ni5i Intemet vd ph6n vtrng
trung gian gita m4ng nQi b6 vd meng Intemet (phAn vung DMZ).

3. Thi6t lflp chinh s6ch han ctr,5l5i aa c6c dich vu, c6ng k6t ni5i veo hQ thiing
Online Banking.

4. K6t n6i tu b€n ngodi mang nQi bQ vdo h9 th6ng Online Banking d6 quin
tri chi duqc thUc hien trong trudmg hgrp kh6ng tfr6 ti5t nOi tt m4ng n6i bQ vA bdo

tl6m an todn, tudn thir c6c quy dinh sau:

a) Ph6i dugc c6p c6 thAm quy6n ph€ duyQt sau khi xem x6t muc dich, c6ch
thirc k6t n6i;

b) Phai c6 phuong an quin lj truy cfp, quAn trl hQ th6ng tir xa an todn nhu
st dung m4ng ri€ng 6o ho[c phuong rin tuong duong;

c) Thitit bi ki5t n6i ph6i dugc cdi dat c6c phdn m6m b6o tl6m an todn, brio

mat;

d) Phai 6p dung t6i thiiiu hai trong c6c hinh thric xric nhQn quy dinh t4i khoan
1, khoan 3, khoi,n 4, khoin 7, khoin 8, kho6n 9 Di€u l1 Th6ng tu niy khi d6ng
nhap hQ thiSng;
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d) Su dr,ing giao thric truydn th6ng ducyc mi hoa an todn vd kh6ng luu mA

kh6a bi niflt t4i c6c phAn miim ti€n ich.

5. Duong truy€n kiit n,li -4.tg cung cap {ch vu phdi b6o dAm tinh sin sirng
-;cao vir khd ning cung c6p dich vg li€n tgc.

Didu 5. HQ thdng miy chri vi phin m6m hQ th6ng

1. Y€u cAu A5l vOi m6y chri:

a) HiQu ndng sri dqng tdi nguyOn m6y chri bao gdm: bQ xt if trung tAm

(CPU), bQ nh6 trong (RAM), thii5t bi luu trt dt liQu, thiilt bi truy xu6t dt liQu khi
lrru trt ho{c truy6n nh$n, trung binh hang th6ng t6i da80%o c6ng su6t thiiit k6;

b) HQ thiSng Online Banking ph6i c6 m6y chri dp phdng bio dAm tinh sin
sdng cao;

c) T6ch biet vA 16-gic hoflc vflt lf voi c6c m6y cht ho4t d$ng nghiQp vp khric;

d) Phai dugc kil5m tra, ndng cao mric <IQ an todn, bio m{t (hardening) cho h9

diAu hdnh, c4p nhit cric ban v6l5i thudng xuy6n.

2. Don vl phAi lap danh mgc cdc phAn m6m duo. c phep cdi d?t tren m6,y cht.
Dinh kj, tOl *rieu 06 thring mQt l6n cflp nhgt, ki6m tra, b6o dirm tudn tht danh mgc

ney.

Di6u 6. Hf quin tri co sO de liQu

l Hp quan tri co sd dt li€u phii c6 co ch6 bao v6 vd phAn quytin truy c4p
- i,.d6i voi cdc tAi nguy6n co so dft liQu.

2. HQ thi5ng Online Banking phii c6 co sd dt ligu dU phdng thim hga, c6

khd ndng thay th6 co sd dfi li€u chinh vd b6o dim ddy dt, toin vgn dt liQu giao

dich cta kh6ch hang.
I

3. HQ quan tri co sd dt liQu phii du<r. c ki6m tra, n6ng cao muc d9 an todn,

b6o mft (hardening) vd cip nhat c6c btur vd 15i thudng xuy6n.

4. Don vi phii c6 biQn ph6p gi6m s6t, ghi nhAt lcy truy cfp co sd dt liQu vd

c6c thao t6c khi truy cfp co s& de liQu.

Didu 7. Phin mdm rimg dgng Online Banking
^).:.1. C6c y6u cdu v6 an toirn, bio mft phii dugc x6c dinh trudc khi ph6t tri€n

phin m€m vd t6 chirc, triain khai trong qu6 trinh phrit tri6n (phin tich, thi6t k6, x6y

dpg, ki6m thri), v{n hdnh chinh t}ric vir duy tri ho4t dQng phan mAm. C6c h6 so,

tdi ligu vA an toan, b6o m{t cta ph6n mAm phii du-o. c hQ th5ng h6a, luu tr&, cfp
nhQt d6ng b0 khi hQ thr5ng c6 thay aOi va nem so6t ch{t ch€, h4n chi5 tii5p cin.

2. Don vi phii kitim so6t mE ngu6n ph6n m6m v6i c6c y€u cdu t6i thiiiu:
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a) D6i voi mi ngu6n phin m€m do don vi tu phrit tri6n:

(i) Dinh kj, hoic khi c6 thay aOi ptrAn m6m ung dung. cl<rn vi phdi kiem rra
- ; ,:

md nguon nhdm loai trt cdc doan m6 dQc hai, c6c 16 h6ng b6o m6t. NhAn sg thgc
hi6n kitlm tra phdi dQc lap v6i nh6n sg ph6t tri6n m6 ngu6n phdn m6m;

(ii) Chi dinh cU th6 c6c cri nh6n chiu tr6ch nhiQm qu6n lj md nguOn cira phAn
mAm fmg dung Online Banking;

(iii) Ma ngu6n phii dugc luu trfr an toan tei it nh6t hai dia di6m rich bi6t v6
dia ly vA c6 biQn ph6p b6o v0 tinh todn ven cira m6 ngu6n.

b) Truong hqp mi ngu6n phSn mdm thu6 ngodi gia c6ng (outsourced
software):

(i) Don vlphdi y6u cAu b6n cung c6p ky cam k6t ma ngu6n ph6n m6m ld hqp
ph6p, kh6ng gi6 mao; cam k6t thyc hign c6c thoA thudn v6 viec chinh sria mi
ngu6n khi b6o hdnh, b6o tri phAn mAm;

(ii) Truong hqp du-o. c ban giao mi ngu6n, trudc khi nghiQm thu bdn giao m6
;. ,i : -ngu6n ph6n m€m, don vf y€u cAu b6n cung c6p ph6i ki€m tra, xir l1i, khdc phuc

c6c 15 h6ng bAo m4t trong ma ngu6n. Sau khi md ngu6n dugc bin giao, d<rn vi
thuc hi€n theo quy itinh tai <Iiiim a khoan ndy;

(iii) Truor,g hgp kh6ng dugc bdn giao mE ngu6n, khi kf nghigm thu sirn

phAm, don vi ph6i y6u cAu b6n cung c6p thuc hiQn dd qu6t, loai b6 cdc doan md
d6c h4i vd lqj' cam kiSt kh6ng c6 c6c doan m6 dQc hai trong phAn mOm img dgng.

3. PhAn m6m r?ng dung Online Banking phdi duoc ki6m tra, thtr nghiQm trudc
khi van hdnh chinh thfc d6p img c6c y€u c6u t6i thi6u sau:

a) LQp vd ph6 duyQt k6 hoqch, kich ban thrl nghigm phAn mAm ung dqng
Online Banking, trong d6 n6u 16 cdc di6u kiQn vd tinh an todn, bAo mQt phii dugc
tl6p tmg;

b) Ph6t hiQn vd lo4i trtr c6c 16i, cdc gim lin c6 th6 xiy ra khi nh6p s6 liQu

oau vao;

c) Danh gi6, do qu6t ph6t hiQn lO hOng, di6m ytiu v€ m4t k9 thuet. D6nh gi6
khi ndng phdng, ch6ng c6c ki6u t6n c6ng bao g6m nhmg kh6ng gidi han:

Injection (SQL, Xpath, LDAP), Cross-site Scripting (XSS), Cross-site Request
Forgery (XSRF), Server-Side Request Forgery (SSRS), Brute-Force vd c6c lo4i
l5i bao mat nhu: l5i kiiSm sorit truy c6p; tOi nnan d4ng vd x6c thuc; l6i ma hOa; l6i
thi6t ki5, cdu hinh kh6ng an toan; l5i ghi nhft ky vn giem s6t bio mft;

d) Ghi lai c6c l5i vd qu6 trinh xt ly l5i, tlac biet ld c6c 15i v€ an todn, b6o m4t
, _:, .1

ffong cec b6o c6o v€ ki€m tra thu nghiQm;

d) Ki6m tra thri nghiQm c6c tinh ndng an tod,n, b6o mf,t ph6i dugc thgc hi6n
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tr€n c6c trinh duygt pnO Ui6n (6p dyng aOi vOi ph6n m6m ung dqng Online
Banking cung c6p qra .,dn tAng web) vir c6c phin m€m h€ didu hdnh cta thitlt b!

di dQng (6p dr,rng Oi5i vOi phin m6m img dpng Mobile Banking); c6 co ch6 ki6m

tra, th6ng b6o tr?c thoi cho khrich hang khi sir dung fng dpg tr6n cdc trinh duyQt,

phi6n ban phAn m6m hp di€u hd,nh cria thi6t bi di dQng d6 dugc ki6m tra vd thir

nghiQm an todn.

4. Tru6c khi triiSn khai phin mAm ring dung Online Banking moi, dcrn vi phdi

d6nh gi6 nhtng rui ro cta qu6 trinh tri6n khai Aiii voi ho4t dQng nghiQp vg, c6c h9

th6ng c6ng nghQ th6ng tin li6n quan vA lfp, tri6n khai c6c phuong an han ch6,
,' !
Knac pnuc rul ro.

5. Don vi thuc hiQn qu6n lj thay d6i phiOn ban phnn mAm img dlrng Online

Banking dip rmg c6c y€u 
"Au 

sau:

a) Xiy dpg tai liQu phAn tich d6nh gi6 t6c dQng cta visc thay d6i d6i v6i he

thiing hiQn t1i, cilc hQ thi5ng c6 li€n quan kh6c crla don vi vir duoc cdLp c6 thAm

quy6n ph6 duyQt tru6c khi thUc hiQn;

b) C6c phi6n ban phan mdm bao g6m ci md ngudn do don vi tg ph6t phirin

ho{c do b6n cung c6p ban giao cdn dugc qui.,n lf tfp trung, luu tr[, bao mat va c6

co ch6 phin quyAn cho tung thdnh vi€n, ghi nhat ki trong viQc thao t6c vdi cric

tAp tin;

c) Th6ng tin vE c6c phi6n ban (thoi gian cfp nhit, ngudi cfp nh4t, hudng d6n

c6p nh|t vA c6c th6ng tin li€n quan kh6c cria phi€n bAn) phdi dugc luu trft;

d) ViQc nAng c6p phi6n bin phii cEn ct trCn k6t quA thu nghiQm vd dugc c6p

c6 thAm quy€n ph6 duyQt.

6. C6c chric ndng bit buQc cta phAn m6m (mg dqng Online Banking:

a) Toin bQ dt li€u kti truydn ff€n m6i trudng m4ng hoac dt liqu trao d6i
'). : , -'.i.r.r.^

glua pnan mem mg oung Online Banking voi c6c trang thi6t bi li€n quan dugc ap

dgng co ch6 mE h6a di,5m dAu d6n di6m cui5i;

b) 86o d6m tinh toan ve:r cta d[ lieu giao dich, moi sira d6i tr6i ph6p phii
dugc ph6t hiQn, cinh b6o, ng6n ch{n ho{c c6 biQn ph6p xri lj pht hqp d6 bao dam

sy chinh x6c cria dt liQu giao dich trong que trinh thgc hiQn giao dich, luu trfr dt
li0u;

c) Ki6m so6t phi6n giao dich: hQ th6ng c6 co ch6 ty dQng ngit phien giao

dich khi nguoi sri dgng kh6ng thao t6c trong m$t khoang thoi gian do don vi quy

dinh hoic 6p dsng c6c biQn ph6p b6o vQ kh6c;

d) C6 chirc ning che gi6u d6i voi viQc hi6n thi c6c md kh6a bi mat, ma PIN

dtng d6 deng nhip vdo hQ th6ng;
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d) C6 chric ning ch6ng ddng nhqp tg dQng;

e) Trong truong hqp tdi khoan giao dich diQn tt quy dlnh tqi khoin I Di6u 9
Th6ng tu ndy sfr dung mi PIN holc md kh6a bi mit ldm hinh thuc xdc nh6n, phAn
miim rmg dung Online Banking phii c6 c6c chirc n6ng ki6m so6t mi pIN vd md
klr6a bi mdt:

(i) YOu cAu khAch hang thay AOi ma PIN hodc m6 kh6a bi m6t trong truong
hqp khdch hang duqc cAp ph6t mi PIN ho{c md kh6a bi m4t m{c dinh lAn diu;

(ii) Th6ng b6o cho kh6ch hing khi mE pIN ho4c md kh6a bi mpt sip h6t hi6u
lpc sri dqng;

(iii) Hriy hi€u luc cria md PIN hoqc md kh6a bi m{t kti h6t han sri dung; y6u
cAu khrich hdng thay aoi ma PIN ho4c m6 kh6a bi mft d6 tri5t nan sri airng rdli
kh6ch hang su dr,rng md PN ho4c mE kh6a bi mdt dti dang nhAp;

(iv) Hiry hiQu luc cria md PIN ho4c m6 kh6a bi m6t trong truong hqp bi nhap
sai md PIN ho{c md kh6a bi mat lien ti€p qu6 sO tan ao dcrn vi quy dinh (nhung
kh6ng qu6 t0 l6n; va th6ng b6o cho kh6ch hang;

(v) Don vi chi c6p phrit lai m6 PIN ho{c md kh6a bi mft khi kh6ch hdng y6u
cAu vd phii ki6m tra, nhQn bi6t kh6ch hdng trudc khi thgc hiQn cAp ph6t lai, Uao

dAm ch6ng gian lf,n, gii mqo.

g1 O6i vOi khdch hing ld t6 chric, phAn m6m ung dr,rng duoc thi€t t6 OC Uao

dAm viQc thuc hi€n giao dlch thanh toen t4rc tuy6n bao g6m tOi ttri6u hai buoc:
t4o l{p vd ph6 duygt giao dich. Trong trudng hqp kha,ch hdng ld h6 kinh doan}r
ho{c doanh nghi€p si6u nh6 rip dpng ctri5 aO t6 to6n don gian, vigc thuc hiQn giao
dich kh6ng bit Uu6c t6ch biQt hai budc t4o lfp vd ph6 duyQt giao dich;

h) C6 chric ning th6ng b6o vi6c ddng nhip tan aiu phAn mdm img dung
Online Banking holc vi6c dnng nhap phAn mAm ung dUng Online Banking tr€n
thi6t bi kh6c voi thiiit bithgc hi€n ding nh6p phAn m6m ring dung Online Banking
lAn gAn nh6t qua SMS hoqc c6c k6nh kh6c do kh6ch hang deng kj (diQn tho4i, thu
diQn tu...), ngo4i tru truong hqp khrich hdng t6 chuc: deng nhAp tr€n c6c thi6t bi
dd ttdng ky st dung dich vU; ho4c ding nhfp sti dqng t6i thi6u m6t trong c6c hinh
thuc x6c nhan quy dinh tei khodn 3, khoin 4, khoan 5, khoan 7, khoan 8, khorin 9
DiAu I I Th6ng tu ndy.

7. Phdn m6m img dqng Online Banking phii c6 chric n6ng lm trfi trgc tuy6n
th6ng tin v6 thii5t bi thUc hi6n cdc giao dich cria kh6ch hdng, nhQt kf (log) giao
dich, nh|t kj xric nh4n giao dich t6i thi6u trong vdng 03 thring vd sao lrru tOi tnleu
01 ndm, trong d6 gdm:

a) Th6ng tin dlnh danh vA thi6t bi:
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(i) EOi v6i thi6t bi di dQng: th6ng tin 0,5 Ointr danh duy nhAt thi6t bi (vi du

nhu: s5 IMEI hodc Serial ho{c WLAN MAC ho6c Android ID ho4c th6ng tin dinh

danh khric);

(ii) E6i v6i m6y tinh: th6ng tin d6 dinh danh duy nh6t mriy tinh (vi dp nhu

ttia chi MAC hobc kilt hqp cdc th6ng tin 1i6n quan d6n m6y tinh d6 cO tne dinh

danh duy nh6t m6y tinh).

b) Nhat ky (loe) giao dich ti5i ttri6u g6m: md giao dich, md kh6ch hdng, thoi
gian khdi t4o giao dich, loai giao dich, gi6 tri giao dich (niiu c6);

c) NhQt ky (log) x5c nhfln giao dfch tOi thi6u g6m: hinh thric x6c nhfn giao

dich, thdi gian x6c nhfln giao dich. Tru<mg hqp x6c nhQn giao dich bing hinh thfc
ktrop dfng th6ng tin sinh tric hgc, don vi thgc hiQn luu trt th6ng tin sinh tric hqc

cria kh6ch hang khi thgc hiQn giao dich d6i voi tiii ttri6u 10 giao dlch g6n nh6t cta
khrich hang d6.

8. Cdc y6u cau dl5i vcri phuong thirc xu lf xuy6n su6t:

a) Don vl chi cung c6p dich vg Online Banking bdng phuorg thric xir lli
xuy6n su6t cho kh6ch hang ld t6 chric. Eon vi c6 tr6ch nhiQm lya chgn, thAm dinh,

gi6m s6t, quan lf vi c6 th6a thufn vdi lJr6ch hang khi cung c6p dich vp Online

Banking bihg phuong thirc xri l;i xuy6n su6t;

b) Phen m6m img dqng Online Banking phii c6 chirc ning x6c thgc ktit n6i

voi phdn mim cira kh6ch hang t6 chric dC beo dam ch6ng gian l4n, giA m4o;

c) Kh6ng bit buQc 6p dung nQi dung quy <tfnh tai di,5m c, di6m d, di,5m e,

diiSm g, di6m h ktoan 6 vd di6m a khoAn 7 Di€u niy.

9. T6 chric ph6t hdnh th6 c6 cung c6p dich vq thanh to6n tryc tuy6n sri dqng

th6 ng6n hang, phii c6 phdn m6m img dgng Online Banking c6 ti5i thi6u c6c tinh

ndng sau:

a) Cho phdp ho4c kh6ng cho ph6p thanh toAn trpc tuy6n;

b) Thii5t lQp hpn mric thanh to6n tr.uc tuyiin sir dgng th6 ng6n hd'ng trong

ngey;

c) Cho ph6p ho[c kh6ng cho ph6p thanh toan & nu6c ngoAi t4i tfri6t Ui cn6p

nh6n th6 t4i di6m ban, m6y giao dich t.u dQng;

d) Cho phdp kh6ch hang ddng ky lga chgn viQc chri dQng thyc hiQn x6c nhan

ho{c d6ng f de tO chuc ph6t henh the thgc hiQn x6c nhin ai5i vOi dt ca ho[c mQt

phAn giao dich thanh to6n tryc tuyiSn sri dpng th6 ngdn hang (giao dich thanh todn

th6 tryc tuy6n) trong trudmg hqp sri dgng hinh thric x6c nh{n theo quy dinh tai

khoan 10 Di6u l1 Th6ng tu ndy.

10. Phen m6m img dgng Online Banking phAi c6 chric ndng thdng b6o cho



l(l

khdch hang vc cdc giao dich phdt sinh qua tin nhin SMS hoic thu dien ru hoic
ph6n mcm rmg dpng Mobile Banking hodc cdc k6nh li6n lac khdc do khdch ha.g
dang kj.

Didu 8. PhAn m6m rirng dgng Mobile Banking

Ph6n milm ung dung Mobile Banking do don vi cung cAp phii bAo rldm ru6n
thri c6c quy dinh tai Didu 7 Th6ng tu nAy vir crlc y€u cAu sau:

. 1. Phai duoc ding kj vA quan l;1; tai kho rlmg dung chinh thric cria hdng cung
cAp hQ di6u hdnh cho thi6t bi di dQng vd hudng d5n cdi dEt 16 rirng tr€n trang tin
di6n tt don vi dti kh6ch hdng tai vd cdi ddt phAn mAm ring dung Mobile Banking.
Trong truong hqp vi lj do kh6ch quan md phAn mAm ung dpng Mobile Banking
kh6ng duqc deng ky vd qu6n ly tai kho frng dgng chinh thirc cta h6ng cung c6p
hQ diCu hdnh cho thi6t bi di dQng, don vi ph6i c6 phuong thuc hu<rng d6n, th6ng
b6o, h5 tro cdi d6t phAn m€m img dgng Mobile Banking b6o d6m an todn, b6o
mQt cho kt6ch hang vd b6o c6o .t A Ngan hang Nhd nu6c (Cqc C6ng ngh6 th6ng
tin) tru6c khi cung c6p dich vu.

2. PhAi duoc 6p dung c6c bi6n ph6p b6o v€ d6 han chi5 dich ngugc md ngu6n.

3. C6 biQn phdp bio v6, ch6ng can thiQp vio lu6ng trao d6i d& IiQu tr6n ung
dpng Mobile Banking vd giira img dqng Mobile Banking v6i m6y chri cung cip
dich vu Online Banking.

4. Triiin khai crlc gi6i ph6p nhdm phong, ch5ng, ph6t hi6n c6c hdnh vi can

thigp tr6i ph6p vdo rmg dr,rng Mobile Banking dE cdi d4t trong thi5t bi di dQng cia
kh6ch hang.

5. KhOng cho phdp chric ndng ghi nh6 m6 kh6a bi m{t truy cip.

6. DOi voi kh6ch hdng c6 nhdn, phdi c6 chric ning ki6m tra kh6ch hang khi
kh6ch hdng truy cfp lin dAu ho4c khi kh6ch hang truy cfp tr6n thiiit bi khric voi
thitit bi dd truy cip phdn mAm img dung Mobile Banking l6n gAn nh6t. Viec ti6m
tra kh6ch hang t6i thi€u bao g6m:

a) Khop dring SMS OTP ho4c Voice OTP th6ng qua sti aien thoai d6 dusc
kh6ch hang deng kj hoqc Soft OTP/Token OTP;

b) Khop dring th6ng tin sinh tric hgc theo quy dinh tai khoin 5 Di6u I I

Th6ng tu niy trong truong hqp v6n ban phrlp luQt chuy€n ngdnh li6n quan d6n

dich vg cung cAp tr6n phAn m€m r?ng dung Mobile Banking c6 quy dinh rhu th6p,
lrru tr& th6ng tin sinh tric hgc cira kh6ch hdng.

MBc 2. xaC xudN GIAO DICH EIEN TT.ITHONC eul
HP TH6NG ONLINE BANKING

Ei6u 9. Truy cip phAn m6m ri'ng dgng Ontine Banking
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l. Kh6ch hdng ding ki; su dung phin mdm img dgng Online Banking phai

dugc clcrn vi nhfln Uitit macn hdng vd cAp tdi khoan giao dich dien tu. Tdi k-hoAn

giao dich diQn tir g6m t6n d6ng nh$p vd t6i thi6u m6t trong c6c hinh thuc xric nhfn
quy dinh tqi khoAn l, khoan 2,l,}roin 3, khoAn 4, khodn 5, khoin 6, khoin 7, khoin
8, khoAn 9 Di6u 11 Th6ng tu ndy.

2.Khdch hang truy c4p phdn m6m img dqng Online Banking bdng tdi khoan

giao dich diQn tu do don vi c6p hoic truy cap beng hinh thuc d6ng nhgp mQt lin
(Single Sign On) th6ng qua tdi khoan giao dich diQn tir cta hQ thi5ng th6ng tin
kh6c dd dugc don vi tfch hAp vir theo deng kf cta kh6ch hang.

Di6u 10. X6c nh$n giao dich

l. D6i voi giao dlch thanh toAn tryc tuy6n:

a) Oiii vOi giao dlch thanh to6n sri dpng tai khoan thanh to6n ho{c vi dign tt
ho{c giao dich chuy,5n ti6n tt th6 ghi ng, the tra trudc dinh danh, don vi thgc hiQn

ph6n loqi giao dich theo c6c nh6m loai hinh giao dich quy dinh tqi Phs lgc 01 ban

hanh kdm theo Th6ng tu nAy vi rip dung hinh thrlc x6c nh$n quy dinh tei Phu luc

02 ban hdnh kdm theo Th6ng tu ndy, trt quy dinh tai <Iii5m b, diOm c, di6m d vi
di6m d khoan ndy;

b) D6i vdi giao dlch thanh torin thgc hiQn bdng phuo'rg thirc xt lj xuy€n

su5t, don vi thgc hiQn x6c nhfln giao dich t6i thi6u beng mQt trong c6c hinh thirc

x6c nh{n quy dinh tai kho6,n 7, khoan 8, khoan 9 Di€u I 1 Th6ng tu ndy;

c) DOi voi c6c giao dich thanh toan th6 tr.uc tuy6n fth6ng bao gtim giao dich

chuy6n tii:n), don vi thgc hiQn phdn lo4i giao dich theo c6c nh6m 1o4i hinh giao

dich quy dinh t?i Php lqc 03 ban hdnh kdm theo Th6ng tu ndy vd tlp dgng c6c hinh

thuc x6c nh4n quy dinh tei Phg lgc 04 ban hanh kdm theo Th6ng tu ndy;

d) E6i voi c6c giao dich md don vi cht dQng trich Nq tdi khoan thanh toan,

chri dQng trich Ng vi dign tu, chri dQng thanh toan tt the cria kh6ch hang theo th6a

thuin voi kh6ch hirng, kh6ng phii 6p dqng x6c nh{n giao dich quy dinh t4i di6m

a, di6m c khoin I Di€u ndy;

d) D6i v6i cric giao dich thanh torin tr.uc tuy6n tr6n COng Dich 4r c6ng qu6c
.:

gia, nQp ti€n vdo ngin s6ch nhd nu6c, kh6ng b6t buQc ph6i 6p dgng x6c nhfn giao

dlch quy dinhtai di6m a, di6m c khoAn I Ei6u ndy.

2. D6i voi giao dlch dnng ky tg dQng trich Ng Gi khoan thanh to6n, t.u dQng

trich Ng vi diQn tir, tg dQng thanh toAn tt th6 cira kh6ch hdng, tt<rn vi 6p agng t6i

thitiu mQt trong c6c hinh thric x6c nhQn quy <tinh t+i khoan 3, khodn 4, khoAn 5,

khoan 7, khoin 8, khoan 9 EiAu 11 Th6ng tu ndy.

3. D6i v6i c6c giao dich kh6c, ngoiri giao dich quy tlinh tai khoin 1, khoan 2

Di€u ndy, tr€n co sd danh gi6 rui ro vd tuAn thri quy dinh cta ph6p lu{t c6 li6n
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quan, don vi lua chon hinh thric x6c nhan pht hqp theo quy djnh tai Di6u II
Th6ng tu ndy d6 cung c6p cho kh6ch hdng drng ky su dung vd chiu tr6ch nhi€m
v6i viQc lua chon ndy.

4. Trudng hqp kh6ch hdng ld ngudi khuy6t t6t, don vi cin cf diAu ki6n, kha
ndng cung rlmg ciia don vi minh d6 cung c6p vd huong dan khech hdng ld ngudi
kauyi5t t4t h,ra chsn hinh thtc x6c nh{n pht hqp, ttrOng bet buQc 6p dun!'quy dinh
tai khoan l, khodn 2, khoin 3 DiAu ndy, nhrmg ph6i bio ttAm ki€m tra, x6c nhAn
duoc s\r ch:5p thudn cira kh6ch hang kti thuc hi6n giao dich theo quy dinh cria
ph6p ludt v6 giao dich diQn tu vd Thdng tu ndy.

Didu 11. C6c hinh thrirc xic nh$n

1. Hinh thric xdc nhin birrgmd khda b{ mqt @assword): kh6ch hang st dung
md kh6a bi mgt ld mQt chuSi ki t.u dC x6c nhQn quy€n truy cfp cria kh6ch hang
vdo h6 th6ng th6ng tin, img dqng, dich vq ho{c x6c nhAn kh6ch hang thgc hi6n
giao dich. Hinh thric x6c nh6n bnng ma kh6a bi mf,t phdi d6p ung y6u cAu:

a) Md kh6a bi mft c6 dO dai t6i thi6u 08 \f ty vd c6u tso bao gdm t5i ttri6u
c6c lo-i tu: s5, chft hoa, cht thudng;

b) Thdi gian hi€u lgc cia md kh6a bi mat t6i da t2 thrlng, a6i vOi m6 kh6a
bi m{t dugc c6p ph6t mdc dinh lan aAu: thdi gian hi6u lyc t6i da la 30 ngdy.

2. Hinlr thtc x6c nhfn bingmd PIN (Personal Identification Number) ld hinh
thuc x6c nhgn beng md kh6a bi mft trong d6 m6 kh6a bi mflt du<rc tAo tu m6t
chuSi c6c cht s6. Hinh thuc xric nhfn bdng m6 pIN (trt truong hqp mn pIN gin
vdi th6 v6t ly) phni d6p rmg y€u cAu:

a) Md PIN c6 d0 ddi trii ttt6u 06 ky ts;

b) Thoi gian hiQu lgc cta md PIN t6i da 12 th6ng, d6i v6i m6 pIN duoc c6p
ph6t mic dinh lan dAu: thqi gian hiQu lyc t6i da li 30 ngdy.

3. Hinh thuc x6c nhan bang md kh6a bi mdt ditng m\t lin (One Time
Password - OTP) ld hinh thric x6c nh6n beng ma kh6a bi m{t trong d6 m6 kh6a bi
mat c6 giri tri su dung m6t lAn vd c6 hi€u lgc trong mQt khoang thoi gian nh6t
dinh, bao g6m c6c hinh thuc sau:

a) SMS OfP le hinh thric x6c nh6n th6ng qua m6 OTp duqc gui qua tin nhin
SMS (Short Message Services) ho[c tin nh6n thdng qua dich vu vi6n th6ng co bin
tr6n Internet. SMS OTP ph6i d6p img y6u cAu:

(i) OTP gui tdi kh6ch hdng phAi kdm th6ng tin th6ng b6o ae k}racn hdng nh{n
biiit dugc mgc dich cria OTP;

(ii) OTP c6 hiQu lyc ttii da 05 phrit.

b) Voice OTP ld hinh thr?c x6c nhQn th6ng qua m6 OTp dugc grii qua cu6c
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gAi thoAi hodc cu6c ggi rh6ng qua dich vu vi6n th6ng co ban tr'€n Inremet. Voice

OTP phni drlp rmg y6u cAu:

(i) OTP gui t6i kh6ch hdng phii kdm th6ng tin th6ng b6o A6 macn hang nhan

bi6t duqc mgc dich cria OTP;

(ii) OTP c6 hiQu lpc t6i da 03 phtt.

c) Email OTP ld hinh thirc x6c nhQn th6ng qua mi OTP dugc grii qua thu
diQn tt. Email OTP ph6i d6p img y6u cAu:

(i) OTP grii tdi kh6ch hang phii kdm th6ng tin th6ng bao d6 khdch hang nhan

bi6t dugc mgc dich cta OTP;

(iD OTP c6 hiQu luc t6i da 05 phrit.

d) Thd ma trdn OTP h hinh thric x6c nh4n th6ng qua mE OTP dugc x6c dinh
tt mQt bang 2 chiAu (ddng, cQt), tuong img v6i mbi ddng, cQt ld mQt md OTP. Th6

ma tr{n OTP phni d6p ung y6u cAu:

(i) The ma trfln OTP c6 thoi hqn sii dgng ti5i da 01 ndm kO tir ngdy deng kj
th6;

(ii) OTP c6 hiQu lsc tOi da 02 phirt.

d) Sofi OTP ld hinh thuc x6c nhin th6ng qua md OTP dugc t4o bdi phdn m6m

cAi d{t tr€n thii5t bi di dQng cria kh6ch hang, phen mAm Soft OTP c6 ttr6 ta pnan

m6m dQc l6p ho[c dugc tich hqp voi phin mdm ung dpng Mobile Banking.

Soft OTP c6 02 loSi: (i) Soft OTP loqi co bdn: ME OTP tluqc sinh ng6u nhi0n

theo thcri gian, ddng bQ v6i h6 th6ng Online Banking; (r1) Soft OTP loqi ndng cao;

Me OTP dugc t4o ki5t hgp v6i m6 cta ttng giao dich, khi thyc hiQn giao dich, h€

th5ng Online Banking t4o ra mQt mi giao dfch th6ng b6o cho kh6ch hang hofc
truy6n cho phAn mim Soft OTP, kh6ch hang hoflc ph6n mdm Soft OTP tg dQng

nhQp mi giao dich vio phin m6m Soft OTP dA phAn m€m Soft OTP tao ra ma

OTP.

Soft OTP phii d6p img y6u ciu:

(i) Truong hqp phan mCm Soft OTP d6c l6p voi ph6n m6m tmg dung Mobile
Banking, ph6i tlugc <lon vi ddng kj, quan lj tai kto img dgng chinh thric cta hdng

cung c6p hQ tli6u hd,nh cho thiiit bi di dQng vd huong dAn cdi dat rO rdng tr6n trang

tin <IiQn tu cta don vi de khach hang t6i vd cdi dqt phdn mdm Soft OTP;

(ii) PhAn m6m Soft OTP ph6i y6u cAu kich hogt tru6c khi su dsng. ME kich
ho4t sri dung Soft OTP do don vi cung c6p cho kh6ch hang vir chi dugc st dung

a,! Uctr ho4t tr6n mQt thi6t bi di rtQng. ME kich ho4t ph6i duqc thi6t lap thdi han

hiQu luc sri dgng;
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(iii) Phdn m6m Soft OTP phai c6 chric ndng ki6m sodt truy c6p. 
.l-ruong 

hcrtrr

tluy c{p sai li6n ti6p qu6 s6 lAn do don vi quy dinh (nhrmg kh6ng qud f 0 lAnj,
phAn mdm Soft OTP ph6i ts dQng kh6a kh6ng cho khrlch hdng su dung ti5p. Don
vi chi md kh6a phAn mAm soft orP khi kh6ch hang y€u cAu vd ph6i ki€m tra.
nhAn bi6t kh6ch hang tru6c khi thuc hi6n md kh6a, b6o dim ch6ng gian lAn, gia
mao.

(iv) Tru<rng hqp phan mAm Soft OTp dQc lip voi phin m6m img dung
Mobile Banking phii c6 chuc ning ki6m tra kh6ch hang c6 nhan tru6c khi cho
ph6p kh6ch hang sri dung lin dAu hoic tru6c khi kh6ch hdng s& dung tr6n thii5t bi
kh6c voi thiSt bi su dung lAn gAn nh6t. viQc kirlm tra kh6ch hdng ioi tucu uao
g6m: (i) ktop dnng SMS OTP ho{c Voice OTp rh6ng qua s6 dign thoai di duoc
ktr6ch hang <tdng ky, (ii) ve khcrp <tring th6ng tin sinh tric hpc cria kh6ch hdng;

(v) Ma OTP c6 hiQu lsc t6i da 02 phtt.

e) Tbken OTP ld hinh thirc x6c nhQn th6ng qua m6 OTp tao b6i thiCt bi
chuydn dUng. Token OTP c6 02 lopi: (i) Token OTp loqi cct bdn: ME OTp du_o. c
tqo m$t c6ch ngiu nhi6n theo thoi gian, d6ng bQ vdi hQ th6ng Online Banking;
Q) foken OTP loqi ndng cao.. Ma OTP rtugc t4o ra ki5t hqp v6i m6 cta timg giao
dich. Khi thqc hign giao dich, hQ th6ng Online Banking tao ra mQt mi giao dich
th6ng b6o cho kh6ch hd,ng, kh6ch hang nhdp md giao dich viro Token orp d€ thi0t
bi tao ra mE OTP. Token OTP c6 hiQu luc t5i da 02 phtt.

4. Hinh thi-rc x6c nhdn hai kAnh h hinh thuc x6c nhqn khi khrlch hdng thuc
hiQn giao dich, hQ th6ng Online Banking sE gtti th6ng tin y6u cAu xric nhAn giao
dich d6n thi5t bi di dQng ctia kh6ch hdng qua cuQc ggi thoai hodc cu6c gqi th6ng
qua dlch ru vi6n th6ng co ban tr6n Intemet ho6c qua mE tin nh6n nhanh USSD
(Unstructured Supplementary Service Data) ho4c qua phin mdm chuy€n dung,
kh6ch hdng phan h6i tryc tii5p qua k6nh da kiit n6i d6 xric nhf,n ho{c kh6ng x6c
nhQn thgc hign giao dich. Y€u ciu x6c nhfn cria hinh thric xdc nh6n hai k6nh c6
hi6u lrrc t6i da 05 phtt.

5. Hinh th[rc x6c nh|& khdp dilng th6ng tin sinh trdc hqc ld vigc d6i chi6u,
so sdnh d.i bao dam trung khorp th6ng tin sinh tr,ic hgc cria kh6ch hang dang thyc
hi6n giao dich vdi th6ng tin sinh tric hgc cria kh6ch hang d6 thu th6p, luu trt tai
tlon vi theo quy dinh cria Th6ng tt6c Ngan hdng Nhd nu6c. Hinh thric khop dtng
th6ng tin sinh tric hqc phAi d6p ung t5i tnieu y€u cAu:

a) Truong hqp ap dUng hinh thuc khop dtng th6ng tin sinh ff c hgc sr.i dr,rng

khu6n m5t:

(i) C6 d0 chinh x6c du-o. c x6c tlfnh theo ti€u chu6n quOc t5 nhu sau (hoic
tuong du<rng): C6 tf lQ tu ch6i sai < 5oh vor t! IQ ch6p nh{n sai < 0,Olo/o theo ti6u
chuAn FIDO Biometric Requirement (6p dpng aiii vOi tAp m6u t6i thieu 10.000
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nriu);

(ii) C6 kha ndng ph6t hien t6n c6ng gia mao th6ng tin sinh rrdc hgc cua v6r

th6 s6ng (Presentation Attack Detection - PAD) dua tr€n c6c ti6u chuAn qu6c t6
(nhu NIST Special Publication 800-63B Digital ldentity Guidelines:
Authentication and Lifecycle Management hoic ISO 30107 - Biometric
presentation attack detection ho{c FIDO Biometric Requirements) d5 phdng,
ch5ng gian hn, gi6 m4o kh6ch hirrg qua hinh anh, video, m{t n4 3D.

b) Trunng hqp 6p dqng c6c hinh thric khorp <Iung th6ng tin sinh tric hoc kh6c,
phii bio dim phdng, ch6ng gian lQn, gi6 mao kh6ch hAng theo ti6u chu6n tuong
duong;

c) Gi6i ph6p ph6t hiQn t6n c6ng gi6 m4o th6ng tin sinh tr6c hqc cria vdt th6

s6ng (Presentation Attack Detection - PAD) theo quy dinh tai di6m a kho6n niry

do don vi tg tri6n khai ho[c sir dgng cta b€n thir ba cung c6p ph6i duqc cAp chimg
nhfn cta t6 chirc/phdng thi nghiQm sinh trAc hoc dugc Li€n minh FIDO (FIDO
Alliance) c6ng nhfln;

d) Trucmg harp kh6ch hdng x6c nhfn bEng hinh thric khop <tung th6ng tin sinh

tric hgc qu6 sO ldn sai li6n titip do don vi quy dinh (nhung kh6ng qu6 10 ldn):

kh6a chuc ndng thgc hign xric nhfn giao dich beng hinh thric khop dtng th6ng tin
sinh tric hoc, chi md khoa khi kh6ch hdng y6u cAu vi phii kiilm tra khrich hdng

tru6c khi thgc hiQn, b6o dim ch5ng gian l{n, gii m4o;

d) Thdi gian thuc hiQn khorp dtng th6ng tin sinh tric hgc t5i da 03 phtt.

6. Hinh thric x6c nhln khop dilng th6ng tin sinh trdc hgc thidt bi ld vi$c d6i

chi6u, so s6nh d6 bio dim trung khorp th6ng tin sinh tric hgc cta kh6ch hang dang

thgc hiQn giao dich vdi th6ng tin sinh tric hgc cria kh6ch hang di luu trft tr6n thiiit
b! di dQng cria kh6ch hang. Hinh thirc khop dtng th6ng tin sinh tric hgc thii5t bi

:pnal oap rmg yeu cau:

a) Chi cho phdp kich ho4t sri dpng sau khi c6 sy d6ng f cria kh6ch hang vd

kh6ch hang de thUc hiQn it nh6tmqt giao dich thdnh c6ng b6ng hinh thric x6c nhfln

kh6c;

b) Thdi gian thgc hiQn khorp dring th6ng tin sinh tric hgc t5i da 02 phtt.

7. Hinh thric x6c nhen FIDO (Fast IDentity Online) la hinh thric x6c nhfn
theo ti€u chuAn vA x6c nh{n giao dich sti dgng thuQt torin kh6a kh6ng dt5i xung
(g6m kh6a bi mat va kh6a c6ng khai, trong d6 kh6a bi mft duo. c dung d6 ky s5 vd

kh6a c6ng khai dugc ding di! ki6m tra cht k), si51 do LiCn minh FIDO (FIDO
Alliance) ban hdnh. Hinh thric xric nh{n FIDO phai cl6p rmg y6u cAu:

a) Kh6a bi mft <lugc luu git an todn tr6n thi6t bi cira kh6ch hang. Kh6ch
hang st dgng hinh thr?c x6c nhAn bing m5 PIN ho4c }$op dtng th6ng tin sinh tric
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hoc thi6t bi d€ truy c6p, su dgng kh6a bi mdt khi thuc hi€n giao dich;

b) Kh6a c6ng khai duoc luu tr0 an toirn tqi don vi vd duoc li6n k€t v6i tdi
khoAn giao dich diQn tu cria kh6ch hdng;

c) Gi6i ph6p do d<m vi tu tri6n khai hodc sri dung cta b6n thu ba cung c6p
phdi duoc c6p chung nh{n cr.ia t6 chirc dugc Li6n minh FIDo (FIDO Alliance)
c6ng nhfn.

8. Hinh thuc x6c nhfn beng chfr b!, diQn t* theo quy dinh cta ph6p luAt vd
cht lo.i di6n tri (kh6ng bao g6m ch0 k].f <li6n tt an totur quy dfnh tai kho6n 9 Diiiu
ndv).

9. Hinh thric x6c nhOn beng chii tq, di€n t* an todn h hinh thuc x6c nh6n
bing cht ky dien t[r, trong d6 cht ky rliQn tri ld chfr ky di-6n tu chuy€n dirng b6o
ttim an todn hoic cht kj s6 ho{c cht k1; diQn tri nu6c ngodi dugc c6ng nh6n tai
M6t Nam theo quy tlinh cria phrip lu{t v6 cht klf di€n tu.

10' Hinh thuc x6c nhan tr6n co s6 d6nh giri rui ro atii voi giao dich thanh
to6n th6 tryc tuy6n theo ti6u chuAn EMv 3-D Secure (sau d6y gqi tit ld hinh thuc
xdc nhdn EMV 3Dg. Hinh thric x6c nh{n EMV 3DS ph6i d6p ung y€u ciu: T6
chric ph6t hanh th6, t6 chtc thanh toen th6 vd don v! chAp nh6n th6 ph6i tri€n khai
ti6u chudn EMV 3-D Secure.

1 l. Hinh thric x6c nhdn th6ng qlua cdc thao tdc tttii ni)n su xdc nhdn cta
kh6ch hang dOi vOi th6ng diQp dt liQu khi thpc hiQn giao dich nhu b6m ch6p nhan,
ph6 duy6t, gui hoic c6c ho4t dQng tumrg tu tr6n phAn m6m trng dung Online
Banking. Hinh thric x6c nhQn th6ng qua c6c thao t6c the rri6n su x6c nh6n cria
kh6ch hang AOI vOi th6ng diQp dt liQu khi thuc hi6n giao dich phni drtp ung y6u
cau:

a) C6c thao tric x6c nhQn phAi dugc lrru trt nhat ky (log) d€ c6 th6 truy vdn
duo. c th6ng tin li6n quan d6n c6c thao t6c xrlc nhin ndy;

b) Kh6ch hdng lA t6 chfc vd di thuc hi€n ddng nh{p phAn m€m img dqng
online Banking su dung hinh thfc x6c nhfln theo quy dinh tai Di€u niy trir khoan
1 , kho6n 2, khoin 6, khoan 10.

Msc 3. eUAN Lf vAN HANH

Didu 12. Quin lf nh6n sg quin tri, v$n hirnh hQ th6ng Online Banking

L Don vi phAi phAn c6ng nhAn sg girim s6t, theo d6i ho4t d6ng cia h6 th6ng
Online Banking, ph6t hi6n vd xri lf c6c sg c6 k! thu{t, c6c cu6c tAn c6ng m4ng.

2. Don vi phii phdn c6ng nhAn sU tiiSp nhQn th6ng tin, h5 trq kh6ch hang, kip
thdi li6n lac v6i kh6ch hdng khi ph6t hipn c6c giao dich bdt thudng.
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3. NhAn su quin tri, gi6m sdt v2r vAn hdnh he th6ng Online Banking phAi

tharn gia c6c kh6a dao tao cfp nh4t ki6n thfrc an todn, bdo mft hdng ndm.

4. ViQc c6p ph6t, phin quyin tdi khoan quirn tri hE th6ng Online Banking
phii dusc theo d6i, gi6m srlt bOi bQ ph{n dQc lQp vdi bQ ph4n c6p ph6t tdi khoan.

Eidu 13. Quin lf ho4t tl$ng cfia m6i trulng vfln hhnh hQ th5ng Online
Banking

1. Dcrn vi kh6ng cai d{t, lrru trt phan m6m ph6t trii5n img dung, md ngu6n

tr6n m6i trudng vQn hdnh.

2.Hoqt dQng quan fi, girim s6t vd vQn hdnh phdi d6p ung c6c y6u ciu sau:

a) M6y tinh cta nhAn sg quan tri, gi6m s6t vd v{n hanh chi dugc cei dAt c6c
.l I -phAn m6m dugc ph6p st dgng vd phii <lugc cdi d4t phdn m6m phdng ch6ng mi

dQc, c{p nhQt thucmg xuy6n c6c mdu nhin diQn md dQc vd kh6ng cho ph6p ty v6

hiQu h5a phin m6m phdng chl5ng md dQc;

b) ViQc k6t ni5i quan tri, girlm s6t vd v{n hinh hQ thl5ng phii qua c6c m6y chri

trung gian ho{c cdc hQ thiSng quan tri tfp trung an toin, c6 ki6m sodt, kh6ng thqc

hiQn tluc ti6p tu m6y tinh cria nhdn sg quiur tri, gi6m s6t vd vfn hdnh;

c) ViQc sri dqng tdi khoin c6 quy€n quan tri phdi dugc gi6i h4n trong khodng
thoi gian dt <t6 thgc hiQn c6ng viQc vdL phii dugc thu hOi ngay sau ktri k6t thric

phi6n ldm vipc;

d) Phai c6 biQn ph6p girim set viec sri dung tdi khoan c6 quyAn quan tri, gi6m

sdt vd vgn hd,nh, c6 ci.nh b6o khi c6 ric dQng b6t thuong vio co sd dt ligu, img
dung.

3. Don vi ph6i thiist lap chinh s6ch O6i vOi cdc mdy tinh thgc hiQn quan tri,
girirn srit vd vfn hdnh hQ thtlng Online Banking chi duo. c ph6p ktit n6i diin h9 th6ng

Online Banking ho{c c6c hQ thiSng th6ng tin kh6c qia don vi d6 phuc vg qui.,n ri,
gi6m s6t vd v{n hnnh.

Di6u 14. Quin If l5 tr6ng, tli6m y6u v6 m{t k} thu{t

Don vf ph6i thgc hiQn quan lf cric l5 h6ng, di6m y6u cria hQ thi5ng Online

Banking voi c6c nQi dung co bAn sau:

1. C6 bi6n ph6p phdng, chi5ng, dd tim phet hiQn c6c thay ddi tr6i ph6p d6i

vdi phAn m€m ung dqng Online Banking.

Z.'-fhiltlfp co ch6 ph6t hiQn, phdng ch6ng x6m nh{p, t6n c6ng m4ng vio hQ

th6ng Online Banking.

3. PhSi hqp vdi c6c don vi quan lj nhd nudc, c6c diSi t6c c6ng nghQ th6ng tin
kip thdi nim U6t c6c sq c5, tinh hui5ng mdt an toiur, b6o mft th6ng tin d,5 c6 biQn
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ph6p ngin chnn kip thdi.

4. Cap nhf,t th6ng tin c6c l5 h6ng bdo m6t duo-c c6ng b6 co li6n quan d6n
phAn m6m hQ th6ng, h6 qu6n tri co sd dir li€u vd phin m6m ung d\rng theo th6ng
tin tri H€ th6ng tinh di6m 15 h6ng ph6 bi6n (common vulnerabiliry Scoring
System version 4 - CVSS v4 ho{c tucrng duong).

- 5. Thgc hiQn dd qu6t l5 h6ng, diritm y6u cta h€ th6ng Online Banking t6i
thi,3u m6i ndm m6t lan hoac khi ti6p nhfn duo. c nhfrng th6ng tin li6n quan di5n 15

h6ng, di6m y6u m6i. Oi5i vOi thdnh phAn hQ th6ng t6t nOi truc ti6p vdi Intemet
thpc hi6n dd qu6t 16 h6ng, diem yiiu tOi tm6u 03 thrlng mQt lAn. D6nh gi6 m&c dg
t6c d6ng, rui ro cria ttrng l5 h6ng, di6m yi5u vA mAt k! thuQt dugc ph6t hign cria hQ

thiSng vA dua ra phuong rin, k6 hoach xri lj.
6. Thgc hiQn tri6n khai c{p nhft cric ban v6 b6o m{t ho{c cric bi6n ph6p phong

ngira kip thoi cdn cri theo drinh gi6 muc tIQ t6c d6ng, rui ro:

a) O5i vOi tO trOng bio mft dugc tl6nh giri d muc nghidm trong: trong vdng
01 ngiy aiii vOl thdnh phAn hQ th6ng ktit ni5i truc tiiip voi tntemet; trong vong 01

th6ng d6i vdi c6c thdnh phAn cdn l4i sau khi 16 h6ng dugc c6ng br5 hoac phet hien.

b) DOi v6i t5 hOng b6o mqt dugc drinh gi6 o mric cao: trong vdng 0l ngdy
a6i vOi thdnh phdn h6 th6ng kritn6i trpc ti6p v<ri Interneq trong vdng 02 th6ng d6i
v6i c6c thanh ph6n cdn l4i sau khi 16 h6ng dugc c6ng U6 hoac ph6t hiQn.

c) Otii vOi 16 h6ng b6o mflt dugc tl6nh gi6 d mric trung binh hodc th6p: thuc
hiQn trong khoang thoi gian do tlon vi tu quytit dinh.

Didu 15. HQ th6ng girim sit, theo d6i hoSt ilQng cta hQ th6ng Online
Banking

1. Don vi phai thi6t Ep hQ thi5ng gi6m s6t, theo d6i ho4t dQng cta hQ thiing
Online Banking. HQ thiing gi6m sdt, theo ddi ho4t dQng cta hQ th6ng Online
Banking phii thu thQp diy dt nhat kj (log) cria c6c thanh ph6n thu6c h€ th6ng
Online Banking d6 ph6t hign, di6u tra c6c sU ki6n b6t thunng ho6c c6c hdnh vi t6n
c6ng m4ng.

2. Don vi phdi x6y dpg cric ti€u chi vd phAn mAm d6 cinh b6o c6c giao dlch
b6t thudng dga vdo thoi gian, vi rri dia lj, tAn su6t giao dich, s6 tiAn giao dich
(niiu c6), sO tan aang nh{p sai qu6 quy dinh vd c6c ddu hi6u b6t thuong kh6c.

Didu 16. 86o dim ho4t {IQng li6n tgc

Don vf ph6i xAy drmg hQ thi5ng dg phdng thim ho4, quy trinh, kich ban bio
dim ho4t d6ng li€n tuc cho hQ thi5ng Online Banking theo quy dinh cria NgAn
hang Nhd nu6c v6 b6o d6m an todn, b6o m4t h€ thi5ng c6ng nghg rh6ng tin trong
ho4t dQng ngdn hang. Ngoii ra, don vi ph6i thgc hiQn:
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1. PhAn tich, xdc dinh c6c tinh huong co the gAy rn6t an toirn th6ng tin v2r

gian dogn ho4t dQng cta hE th6ng Online Banking. X6c dinh, d6nh gi6 muc dQ rrii
ro, khA nlng c6 th,5 x6y ra d6i v6i tring tinh huting t6i thi6u 06 th6ng mQt lin. Lap
danh s6ch c6c tinh hu6ng c6 muc d0 rui ro, kh6 ning c6 th6 xAy ra theo circ cip
dQ cao, trung binh, chdp nhfn duqc vd th6p.

2. Xdy dpg phuong rin bao gdm quy trinh, kich ban xri l1i khEc phqc c6c

tinh hu6ng c6 mric dQ rui ro, khA ning c6 th6 x6y ra d c6p dQ cao vd trung binh
theo quy dinh tai khoan 1 Di€u ndy. X6c dinh thdi gian dring ho4t dgng tOi da dC

phqc h6i hQ thting, phgc h6i dt liQu cho phuong 6n xt llf aOi vOi tmrg tinh hui5ng.

Ti5 chric pnO ti6n phuong rin xri lj di5n c6c nhdn sU c6 li6n quan d6 hitiu r5 nhiQm
.l , ,. ,

vq, c6ng viQc cdn phii thr,rc hiQn khi xu ly.

3. 85 tri ngu6n nh6n lgc, tdi chinh vi c6c phuong tiQn k! ttruit dC t6 chtc
di6n tip phuong rin xt ly v6i c6c tinh hu,Sng c6 mirc dQ rui ro, khi nEng c6 thrS

I -^xAy ra d cAp tlQ cao theo dinh lcj' t6i thi6u 0l ndm mQt lAn.

a.LQpkChopch vi tiiin hdnh di6n tfp c6c biQn ph6p b6o dim host dqng kinh
doanh li6n tqc, lrru git c6c h6 ss c6 li6n quan vA t6 chfrc d6nh gi6 ki5t qud di6n

tap.

Msc 4. BAo vE euyEN LgI cuA KHACH uANc

Didu 17. Th6ng tin vd dich vg Online Banking

1. Don v! ph6i c6ng bii th6ng tin v6 dich vu Online Banking, b6o dim kh6ch

hdng c6 khA nlng ti6p c{n dugc th6ng tin tru6c ho[c ngay tai thdi di6m deng kj
sri {rng dich 4r, th6ng tin c6ng bti ti5i ttri6u g6m c6:

a) C6ch thric cung c6p dich vu, c6ch thuc truy cf,p dich vg Online Banking
img voi tring phu<mg ti€n truy cip;

b) H4n mtc giao dich (ntiu c6) vd c6c hinh thric x6c nh6n giao dich;

c) C6c trang thiiit bi can mii5t d6 si dgng dich vg, diAu kiQn voi ciic trang

thiiit bi dugc su dpng;

d) C6c rui ro li6n quan tliin viQc su dgng dich vU Online Banking.

2. Don vi phii thdng tin cho kh6ch hang ve c6c diiu khoA,n trong th6a thuin
cung c6p, sri dr1ng dich vu Online Banking, t6i thi6u g6m:

a) QuyAn lqi vd nghia v1r cria kh6ch hang sri dqng dich vq Online Banking;

b) Cdc loai dft liQu cria kh6ch hang md don vi thu thQp, mgc dich sri dgng dit
liQu cria kh6ch hang vdL tr6ch nhiQm cria don vi trong b6o m{t dt liQu cria khdch

hd,ng theo quy dfnh cria ph6p luQt tru trudng hqp don vi vd kh6ch hdng di c6 th6a

thu{n kh6c vd viQc bio vQ dt liQu khrlch hang pht hqp v6i quy tlinh cria ph6p lu4t;



:0
c) Cam kCt kha nang b6o ddm hoat d6ng li6n tuc cta h6 th6ng Online

Banking, tOi tnieu g6m: thdi gian gidn do4n cung c6p dlch vu trong m6t l6n, t6ng
thdi gian gi6n doqn cung c6p dich vr,r trong m6t n6m trir c6c trucmg hop UAt tla
khrlng ho4c bdo tri, n6ng cAp hQ th6ng dd duqc don vi th6ng brio;

d) C6c nQi dung kh6c cta don vi d6i vol dich vg Online Banking (n€u c6).

3. Don v! kh6ng gfti tin nhiin SMS, thu di-€n tri cho khrich hang c6 nQi dung
chfia ducrng din I6n k6t @yperlink) truy cQp c6c trang tin dign tu, tru truong hqp
theo y6u cAu cria khSch hang.

Didu f S. Hurlmg d6n khrlch hing sfr dgng dich vg Online Banking

1. Don vf phAi x6y dung quy rrinh, tai liQu hucmg din cni d{t, su dung cec
phAn mAm, ung dsng, thi6t bi thuc hiQn cbc giao dich diQn tu vd cung c6p, truong
d6n kh6ch hang srl dqng c6c quy trinh, tdi li6u ndy.

2. Don v! ph6i hucmg din kh6ch hang thgc hiQn c6c biQn ph6p b6o d6m an
todn, b6o m4t khi sri dgng dfch vq Online Banking, tO; ttri6u gdm c6c nQi dung
sau:

a) BAo v€ bi m{t md kh6a bi mft, me PIN, OTP vi kh6ng chia s6 c6c thi6t bi
luu trt cdc th6ng tin ndy;

b) Nguy€n ric thi'5t lflp md kh6a bi m4t, md PIN vd thay d6i ma kh6a bi mat,
md PN cta tAi khoin giao dlch di€n ttr;

c) Kh6ng n€n sir dgng mriy tinh c6ng cQng d6 truy cfp, thgc hi6n giao dich;
kh6ng n6n sri dpng mqng WIFI c6ng cQng khi sri dqng dich vU Online Banking;

d) Ift6ng luu 14i t6n dang nhQp vd mi kh6a bi m{t, mE PIN tr€n cdc trinh
duyQt;

d) Tho6t kh6i phAn mdm img dqng Online Banking khi kh6ng sri dung;

e) Nhfn dang vd hdnh dqng xri ly mQt sO tlntr tru6ng lua dio, giA m4o trang
tin di€n tt, phin mAm fmg dgng Online Banking;

g) Cdi dat dAy dri cric b6n v6 15 h6ng bdo m$t cria hQ di6u hdnh, phAn m6m
img {rng Mobile Banking; xem xdt cni dat phAn mAm phdng ch6ng mE dQc vd
cflp nhat m6u nhfn diQn md tl6c m6i nh6t tr6n thii5t bi c6 nh6n st dpng d6 giao
dich;

h) Lga chon cdc hlnh thuc x6c nhfn giao dich c6 mirc dQ an todn, bAo mAt

theo quy dinh vd phi hqp vcri nhu ciu cria kh6ch hang v€ hpn mirc giao dich;

i) Canh b5o c6c rui ro li6n quan d6n vi6c st dUng dich vu Online Banking;

k) Kh6ng su dung c6c thi€t bi di ttQng da bi phd kh6a di5 tii vd sri dung phan

m€m tmg dung Online Banking, phAn m€m t+o OTP;



2t

l)Kh6ng cai d{t c6c phin mim la, phin m6m klrong co ban quy6,n. ph6n
: .. ^ - : :,

rrern khong ro nguon goc;

m) Th6ng b6o kip thdi cho dcrn vi khi ph6t hiQn c6c giao dich bAt thuong;

n) Th6ng b6o ngay cho dcrn vi c6c trucrng hqp: m6q th6t l4c, hu h6ng thitit bi
t4o OTP, sO aign thogi nh{n tin nhin SMS, thii5t bi luu trfr kh6a b6o mit tao chir
kj diQn tt; bi ltra tlio hoflc nghi ngd bi lta dio; bi tin tflc ho4c nghi ngd bl tin tqc
i^

tan cong.

3. Don vi phii cung c6p cho kh6ch hAng th6ng tin ,C aAu mOi titip nhfln th6ng
tin, s6 diQn tho4i dudng ddy n6ng vd chi din cho kh6ch hang quy trinh, c6ch thuc
phOi hqp xir ly c6c l5i vd sU c6 t.ong qu6 trinh sir dgng dich vU Online Banking.

4. Don vi phii gi6i thich cho kh6ch hang vO nhfrng trubng hqp cg th6 don vi
sE li6n l4c voi kh6ch hdng, c6ch thfc, phuong tiQn li6n lqc trong quA trinh khech

hdng sri dgng dich w Online Banking.

Ei6u 19. Bio mft th6ng tin kh6ch hirng

Don vi phdi 6p dsng c6c biQn ph6p bio dAm an to?rn, bio mit dt liQu kh6ch
:. ,.t , :

nang, tor mleu bao gom:

1. Dt liQu cta kh6ch hang phni dugc bio d6m an toen, b6o m{t theo quy dlnh

cira ph6p lu4t.

2. Th6ng tin sti dgng dti x6c nh{n giao dich cria kh6ch hd,ng bao g6m md

kh6a bi mdt, mi PIN, th6ng tin sinh tric hgc khi luu trt phii 6p durrg c6c bign

phdp md h6a ho{c che dAu ae Uao aam tinh bi mft.

3. Thii5t lflp quy6n truy cip dring chric ning, nhiQm W cho nhAn qr thyc hiQn

nhiQm vU truy cap dO liQu khtich hdng; c6 biQn phrip girim s6t m5i tan truy cfp.

4. C6 biQn ph6p quAn lf truy cfp, ti6p cfln c6c thi6t bi, phuong tiQn luu trfr
dO liQu cta kh6ch hang de phdng ch5ng nguy co 16, lot dt li6u.

5. Th6ng b6o cho kh6ch hang khi x6y.a srr 
"5 

hm 10, lqt dir liqu cta kh6ch

hang vd b6o c6o kip thcri vA Ngan hang Nhd nu6c ViQt Nam (Cgc C6ng ngh6

th6ng tin).

Chucng III
DITU ICfoAN THI TTANTT

Di6u 20. Ch6 dO b6o c6o

C6c don vf cung c6p dich vu Online Banking c6 trAch nhiQm gui b6o c6o

bing v6n ban v6 NgAn hang Nhd nudc ViQt Nam (Cgc C6ng nghQ th6ng tin) nhu

sau:

1. 86o c6o 
"rog 

cAp dich vu Online Banking:
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a) Thcri han gui b6o c6o: tOi ttri6u l0 ngd1, ldm r,i6c rru.oc khi cung cap chinh
thuc dich vu Online Banking;

b) Ngi dung b6o cdo:

(i) Dia chi trang tin diQn t& hodc kho ring dung cung cAp dich vU;

(ii) Ngay cung c6p chinh thric;

(iii) C6c giiiph6p ki€m tra kh6ch hdng truy c6p dich vu Online Banking; c6c
hinh thuc x6c nhfn giao dich 6p dgng cho tung loai giao dich vA hpn mfc giao
dich (n6u c6);

(iv) C6c bin sao chimg nh6n vA bao dam an toan bAo mqt, phdng, ch6ng gian
lAn, gi6 m?o quy dinh tai kho6n 5, khoan 7 Ei€u 1l Th6ng tu ndy.

2. B,6o c6o dQt xu6t theo y6u cAu cta Ngan hang Nhir nuoc.

Didu 21. Trdch nhiQm cta cdc tlan vi thuQc NgAn hirng Nhi nu6c

1. Cgc C6ng nghQ th6ng rin c6 tr6ch nhigm theo d6i, ki6m tra ve ph5i hop
vdi c6c dor vi li6n quan d6 xt lf nhfrng vucrng mic ph6t sinh trong que trinh thuc
hiQn Th6ng tu ndy.

2. Co quan Thanh tra, gi6m s6t ngdn hang c6 trdch nhigm thanh tra, gi6m sdt
viQc thi hanh Th6ng tu ndy vd xri lj c6c truong hqp vi ph4m theo quy dinh cria
ph6p luft.

3. NgAn hdng NhA nu6c chi nh6nh tinh, thnnh phi5 c6 tr6ch nhipm thanh tra,
gi6m srit vi6c thEc hiQn Th6ng tu ndy tai c6c t6 chuc cung img dich vU trung gian
thanh toen tr6n dia bdn (tru C6ng ty C6 phAn Thanh toan eu6c gia Vi6t Nam) va
xitly cilc truimg hqp vi ph4m theo quy dinh cira ph6p luAt.

Di6u 22. HiQu hyc thi hirnh

1 . Th6ng tu nriy c6 hiQu luc thi hanh kri tt ngdy 0l th6ng 0 I ndm ZO2S, tti
truong hgp quy dinh tai khoin 2, khotn 3, khoan 4 DiAu ndy.

2. Di€m b khoirn I Di6u 4, di,5m d kiroan 9 Di6u 7, khoin 3 vi khoin 4 Eidu
8 c6 hiQu lsc thi hdnh k6 tu ngdy 01 th6ng 07 ndm2025.

3. Di6m b khoan I Did:u 1 0 c6 hiQu luc thi hanh k6 tu ngAy 0 I th6ng 0 1 n6m
2026.

4. Di6m c khoin 5 Di€u 11, di6m c khoirn 7 Di6u 11, di,5m b (iv) khoan 1

Didu 20 c6 higu luc thi hdnh kr5 tu ngiy 01 thang 07 ndm 2026.

5. C6c vdn bin sau d6y h6t hiQu lgc k6 tri ngdy Th6ng tu ndy c6 hiQu lsc:

a) Th6ng tu s6 35/2016/TT-NHNN ngity 29 thing 12 n6m 2016 cria Th6ng
d6c NgAn hang Nhd nudc Vi€t Nam quy dinh vA an todur, bio m4t cho vi0c cung
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c6p dlch vu ngdn hdng tr€n Intemet;

b) Th6ng tu s5 35/201S/TT-NHNN ngity 24 th6ng l2 nim 2018 cta Th6ng
d6c Ngan hang Nhd nudc ViQt Nam sria d6i, b6 sung m6t s6 ai6u cia Th6ng tu
s6 lStZOrcnt-NHNN ngity 29 thing 12 ndm 2016 cira Th6ng d6c Ngdn hdng

Nhir nudc Vigt Nam quy dinh vA an todn, b6o m4t cho viQc cung c6p dich vU ngAn

hing tr€n Intemet.

6. Bei b6 Di6u 25 cria Th6ng tu s6 09/2020/TI-NHNN ngdy 2l thang 10

nim 2020 cria Th6ng d6c Ngdn hang NhA nu6c Vi6t Nam quy dinh vi an toan hQ

th6ng th6ng tin trong hoqt dQng ngAn hang.

Didu 23. Quy tllnh chuy6n ti5p

1. C6c giao dich deng ky tU dQng trich Nq tai khodn thanh toan, q dQng trich
Nq vi diQn tu, t.u dqng thanh tofu tir th6 cria kh6ch hang dugc thgc hi6n trudc
ngdy Th6ng tu nay c6 hiQu lUc thi hanh duo. c tiiip tpc thyc hiQn di5n h6t thoi han

cta th6a thu6n <16 giao k6t; truong hqp th6a thuin kh6ng x6c dinh thdi han thi
dugc ti6p qrc thuc hiQn dl5n h6t ngiy 31 thring 12ndrn2}26.YiQcsria d6i, b6 sung,
gia h4n th6a thufln phii tuAn thri theo quy dlnh tai khoan 2 Di6u 10 Thdng tu ndy.

2. CAc md kh6a bi mat, ma PIN dang dugc sri dgng trudc ngdy Th6ng tu ndy
c6 hiQu lUc thi hdnh thi duo. c tii5p tr,rc st dgng cho diin khi khrich hdng thay d6i
hoac di5n h6t ttrsi gian hiQu lgc cria mi kh6a bi m{t, mi PIN. K6 ttr ngdy Th6ng
tu ndy c6 hiQu lyc, c6c md ki6a bi m{t, mi PIN khi thay d6i phAi tuin thri quy
tlinh tai khoAn 1, khoan 2 Diiu 1 I Th6ng tu nAy.

Didu 24. T6 chric thgc hiQn

ChAnh Ven phdng, Cgc tru&ng CUc C6ng nghQ th6ng tin vi Thir trudng c6c

don v! thuQc Ngin hdng Nhd nu6c ViQt Nam, Cht tich HQi <l6ng quan tri, Cht
tich HQi il6ng thanh vi6n, T6ng gi6m tl6c (Gi6m di5c) c6c t6 chftc tin dsng, chi
nh6nh ng6n hang nudc ngodi, c6c t6 chric cung img dlch vp trung gian thanh to6n,

c6ng ty th6ng tin tin dgng chiu tr6ch nhiQm t6 chric thqc hiQn Th6ng w nity.l,,rt---

EIIH
PH

ONG^DOC:.
O THONG DOC

Noi nhQn:
- Nhu DiAu 24;
- Ban LEnl ttao NHNN;
- V6n phdng Chirfi ghu;
- BQ Tu ph6p (tl6 ki6m tra);
- C6ng brio;
- Luu VB PC, CNTT/

PhqmTt6irDfing

,

c
z

a) A.

n.



PHAN LOAI
(kim theo Th6ng tu s6 5D nOz

c0l
TOAN TRI/C TUYEN

,/4a^ ZOZI cia Thiing eliic Ng,in hdng Nhd rufic)

Giao dich loai D

Giao dich th6a min didu
kiQn:
G+T>l,5tiVND.

STT Loqi hinh giao dich loai AGiao dlch Giao dich loai B
';i' Giao dich lo4i C

I Khrich hirng c6 nhin

I Tat ca ciic giao dich.Nh6m I.l:
- Chuy6n tidn gifia cric tdi
khoin thanh to6n, th€ ghi
ng, the tra tru6c <linh danh
(sau diy ggi chung li th6)
cta m$t khrich hirng trong
mQt tO chric cung img dlch

W thanh toiin.
- Chuyiin ti6n gita c6c vi
rliQn hr cria m6t kh6ch
hang trong mQt t6 chuc
cung img dich vrl trung
gian thanh toin.

2 Nh6m I.2:
- C6c giao dich thanh torin
hang h6a, djch vu hqp
ph6p tlugc t6 chric cung
img dich vg thanh to6n,
trung gian thanh toiin cung
cAp ho{c tai cac <lon vi
chAp,nh{n thanh to6n do
c6c t6 chric cung (mg dich
vu thanh to:in, trung gian

Giao dich th6a mfrn
dleu Klen:
G+T<5triQuVND.

Giao dich thda min ciic..: ..^
dleu Klen:
(i)c+i>5triQuVND.
(ii)G+T<l00triQu
M{D.

Giao dich th6a mdn cilc
di€u kiQn:
(i)G+T> l00tri€uMrlD.
(ii)G+Tsl,sry\rND.
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s-tT Lo4i hinh giao dich Ciao dlch lo4i A Giao dich lo4i B Giao dich loai C Giao dich loSi D
thanh to6n chiu tr6ch
nhi6m lua chon, thAm
dinh, gi6m s6t vd quAn lj.

l Nh6m I.3:
- Chuydn tiAn gita cric tdi
khoin thanh todn, thd, vi
diQn tt cia c6c cht tei
khoan, cht th€, chri vi diQn
tit kh6c nhau.
- Chuy6n tiAn gifra c6c tdi
khoAn, th6, vi diQn tri md
tai cric t6 chric cung img
dich vu thanh toiin, td chric
phdt hdnh th€, t6 chfc
cung ring dich vg trung
gian thanh toiin kh6c nhau.
- Nap tidn vdo Vi diQn trir.
- Rrll ti€n ra kh6i Vi di6n
tri.

Giao dich nap, rut ti
gi0a Vi diQn tu vd tdi
khoan d6ng ViQt Nam
cria cht vi cli€n tir tai
ng6n hang li€n k€t theo
quy tlinh cta ph6p lu4t
th6a mdn c6c di€u ki6n:
(i) G S l0 tri€u M{D.
(ii) G + Tr."tr, < 20 tri6u
VND.

Giao dich (ngoai trri
giao dich n4p, rrit ddn
gita Vi dien tu vA tii
khoan ddng Vi6t Nam
cria cht vi diQn tri t4i
ng6n hang li€n k€t theo
quy tlinh cria phrip luft)
th6a m6n cric didu ki€n:
(i) G < l0 triQu VND.
(ii)G+Tr.o<20triQu
VND.

Giao dich th6a m6n m6t
trong cilc trudmg hqo sau:
l. Trulng hgrp l: Giao
dich th6a mdn cric diEu
kiQn:
(i) G S l0 triQu MrlD.
(ii)G+Tr."t>20triQu
VND.
(iii)G+Tsl,sriu\rD.

2. Trudng hgp 2: Giao
dich th6a mdn c6c didu
ki$n:
(i) G > 10 triQu M{D.
(ii) GS 500 tri6u VND.
(iii)G+TSl,sriVND.

Giao dich th6a m6n m6t
trong c6c truong hqp
sau:
l. Trudng hqp l: Giao
dich th6a mdn c6c rli€u
kiQn:
(i) G s l0 triQu MrrD.
(ii) G + Tr,"rr, > 20 triQu
VIID.
(iii)G+T>1,5r'Ji
VIID.

2. Truong hqp 2: Giao
dich th6a min cdc didu
kiQn:
(i) G > l0 triQu MIID.
(ii) cs 500 triQu M,{D.
(iii)G+T>l,5r,i
\./ND.

3. Trudng hsp 3: Giao
dich th6a min iliilu ki6n:
C > 500 rri u VND.

l-$* 
=
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Giao dlch lo4i I)

Giao dich th6a men ma)t

trong c6c truimg hop
sau:

1. Trudng hqp l: Giao
dich thda mdn cdc cliiiu
ki6n:
(i) G < 200 tri€u VND.
(ii)G+T> I $\rND.
2. Truong hoo 2: Giao
dich th6a mEn di6u kien:
G > 200 rri€u VND.

Giao dich thoa mdn rnol
trong c6c trudng hrrp
sau:
1. Trudng hclp 1: Giao
dich th6a mdn cdc clidtr

kiQn:
(i)GslryvND.

STT Lo4i hinh giao dich Giao dich lo4i A Giao dich lo4i B Giao dich loai C

4 Nh6m I.4:
Chuydn tirSn li€n ngdn
hing ra nudc ngoii2.

Giao dich th6a mdn cic
didu ki€n:
(i) G < 200 trieu MrID.
(ii)G+T<lrivND.

II
1 Nh6m II.1:

Chuy6n tiAn gioa c6c tii
khoin thanh torin hoic Vi
di$n tri cria cirng mQt

kh6ch hdng trong m6t t6
chric cung img dich vu
thanh toan hoic t6 cht?c

cung r?ng dich vp trung
gian thanh to6n.

TAt ci c6c giao dich.

2 Nh6m II.2:
- Chuy6n ti6n gifia c6c tdi
khoin thanh to6n, vi di€n
hi cta c6c chri tdi khoan,
cht vi diQn tir kh6c nhau.
- Chuy6n tiAn gifta cric tdi
khodn, vi diCn tri md t?i
cric t6 chirc cung irng dich

Giao dich th6a min c6c
di€u ki€n:
(i)Gsl$vND.
(ii)G+T<10tivND.

u

Khdch hhng t6 chric3

G+T> l0r,tvND.
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ST'I' Lo4i hinh giao dich Giao dich loiri A Giao dich lo4i B Giao dlch loqi C Giao dich lo4i D
todn, td chric

cung img dich vU trung
gian thanh to:in kh6c nhau.
- C6c giao dich thanh toiin
hdng hoa, dich vp hqp
phdp duqc t6 chric cung
fng dich v9 thanh torin,
trung gian thanh toiin cung
cdp hodc tai ciic dcrn vi
ch6p"nh$n thanh to6n do
ciic td chric cung ring dich
vg thanh to6n, trung gian
thanh toiin chiu tr6ch
nhi€m lua chon, th6m
dinh, giam s6t vd qudn l1i.

- Nap ti€n vdo Vi rli6n trir.
- Rtt tiOn ra khoi Vi diQn
tu.

vu thanh 2. trudng hqp 2: Giao
dlch th6a mdn didu kign:
G>ltivND.

-) Nh6m II.3:
Chuytin ti6n li6n ng6n
hdng ra nudc ngodi2.

Giao dich th6a mdn c6c
di6u kiQn:
(i) G S 500 tri€u VND.
(ii)G+T<5r,ivND.

Giao dich th6a min m6t
trong c6c truong hqp
sau:

l. Trudng hqp 1: Giao
dich th6a m6n cric di6u
kiQn:
(i) G S 500 triQu VND.
(ii)G+T>sfi\.ND.
2. 1'rudng hqp 2: Giao
dich thda mEn <li6u ki€n:
G > 500 tri u MrID.

l
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Ghi chri:

G: Gi6 tri cria giao dich.
_:T66 T0ng giri tri cic giao dich lo4i A vd lo4i B cria timg nh6m loai hinh giao dich tl6 thgc hiQn cria mQt tai khodn thanh to6n

ho{c mQt th| (bao gdm cd giao dich nap tiin vdo vi di€n t*) ho{c mQt.vi diQn tu (kh6ng bao gim giao dich nqp tien vdo vi cliin
t*) cria khrich hang t?i mQt tO chric cung img dlch vu thanh torin ho[c t6 chric cung img dlch vg tmng gian thanh to6n, kh6ng bao
g6m c6c giao dlch cht tl6ng"trich Nq tdi khoan thanh to6n, cht dQng trich Nq vi diQn tt, chri dqng thanh to6n tir th6. Tp.16 duoc
tinh gi6 tri b6ng 0 tai thdi di6m ddu ngdy ho{c ngay sau khi khrich hang c6 phet sinh giao dich trong ngdy st dgng hinh thric xdc
nhfn cho giao djch loai C hoic loai D.

T: T6ng gi6 tr! c6c giao dich cria timg nh6m to4i hinh giao dich di thpc hiQn trong ngdy (cila mQt tdi khodn.thanh todn hodc mdt
thd (bao g6m cd giao dich nqp tiin vdo vi di€n t*) hofic mOt vi.d@n t* (kh6ng boo gi* giao dich nqp tiin vdo vi di,en ir) cua
kh6ch hang tai mQt t6 chirc cung img dich vu thanh toen ho{c t6 chuc cung img dich vu trung gian thanh torin), khdng bao g6m
c6c giao dich chri dQng trich Nq tai khoin thanh toan, cht dgng trich Ng vi di€n tri, chri dQng thanh to6n tu th6.

( I ) Disi v6i giao dfch n4p tiAn vdo Vi diQn tu tt tei khoan ddng Vigt Nam cia chri vi di6n tt tai ng6n hang li6n k6t, vi€c ph6n loai
giao dich cin cf theo tdi khoin thanh toen li6n k6t voi Vi di6n tt.
(2) Han mirc quy d0i theo tj'gi6 tai thdi <li6m thUc hiQn giao dich.

(3) Truong hqp kh6ch hdng li h0 kinh doanh ho{c doanh nghiQp si€u nh6 rip dqng cne AO tC to6n don gi6n, vi6c ph6n loai giao
dich tuong t.u kh6ch hang crl futu..f
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xAC NHAN G ICH TH
02
H TOAN TRI/C TUYEN

(ban hdnh kdm theo Th6n /202 NHNN ngdy J'l thdng4o ndm 2024
CLIA ng Nhd nudc)

Hinh thti.c *)Udt4lfiif6 dich thanh to6n trqrc try6r, t6i tf,i.6,
STT

Giao
dich Khrlch hing c6 nh6n Khdch hing t6 chrlc

1 Giao
dich
lo4i
A

- M5 kh6a bi mat ho4c md PIN
(trudng hqp dd x6c nh{n t4i bu6c
ding nh{p thi kh6ng bit bu6c phii
x6c nhin tqi budc thgc hiQn giao
dich).

- Mi kh6a bi mat ho{c md PIN
(truong hqp dn x6c nh{n tai budc
deng nhap thi kh6ng bit buQc phAi
x6c nhfn tai bu6c thgc hign giao
dich).

Giao
dich
lo4i
B

- SMS OTP ho{c Voice OTP hoac
Email OTP;
- Hoac Thd ma tr4n OTP;
- Ho4c Soft OTP/ Token OTP loai
co bdn ho{c nAng cao;
- Ho{c hai k6nh;
- Ho{c khop dirng thdng tin sinh
tric hoc thi6t bi'
- Ho4c FIDO;
- Ho{c cht k:i dien tu;
- Ho{c cht kf tlien tir an todn.

- SMS OTP hoac Voice OTP ho[c
Email OTP;
- Hoic Thd ma trin OTP;
- Hogc khcrp dring th6ng tin sinh tric
hgc thi6t b! cira ngudi dai diQn hqp
ph6p ho4c c6 nhAn dugc ngudi dqi
diQn hqp phrip riy quy€n (n€u c6).

Giao
dich
lo4i
C

- OTP grii qua SMSA/oice ho{c
Soft OTP/Token OTP lo4i co bAn

hoic cht ky dign tu,
- Vd k6t hsp ktrop dtng th6ng tin
sinh trdc hgc.

- Soft OTP/Token OTP lo4i co bdn;
- Hodc hai k6nh;
- Ho{c chfr kj diQn tt.

3

- Soft OTP/Token OTP loai nAng cao;
- Ho4c FIDO;
- Ho{c cht kf diQn tu an todn.

4 Giao
dich
logi
D

- Soft OTP/Token OTP loqi n6ng
cao ho{c FIDO hoqc chft kf tliQn
tri an toi,n,
- Vn k6t hsp kiop dring th6ng tin
sinh trdc hoc.

2

Ghi chri:

- C6c hinh thric x6c nh4n quy dinh chi ti6t tai DiAu 11 Th6ng tu ndy.
- Hinh thric xrlc nhfn giao dich lo4i D c6 thiS x6c nhfn giao dich lo4i A, B, C.
- Hinh thric x6c nhdn giao dich lo4i C c6 th€ x6c nhfn giao dich loai A, B.
- Hinh thric x6c nhQn giao dich lo4i B c6 th6 x6c nhfn giao dich loai A.
- Trudng hqp kh6ch hdng ld h0 kinh doanh hoic doanh nghiQp si6u nh6 6p dgng ch6

d6 k6 to6n don giin,6p dqng hinh thric x6c nh4n giao dlch tusng tU kfidch hang c6 nhAn.

Trong d6, d6i voi hinh thu.c khorp dung th6ng tin sinh tr6c hgc vd hinh thirc kh6p drlng
th6ng tin sinh trdc hgc thi6t bi, th6ng tin sinh tr6c hgc st dgng d6 d6i chi6u, so s6nh ld
cta nguoi tlei di€n hqp ph6p ho{c c6 nhAn dugc ngudi tlqi diQn hqp ph6p riy quydn (n6u

c6).
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( 1) Truongtqp kh6ch hdng di ddng nh4p tmg dr,rng Online Banking bing kh<rp dLrng
th6ng tin sinh tric hqc thi6t bi, kh6ng ap aung blQnpml x6c nh6n nay ftri thlc hi6n giao
dich trong phi€n ddng nhip d6.7t-
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PHAN LOAI I TOAN THE TRTI. C TUYEN
(ban hdnh kim theo

,<\
NHNN ngdyil thdng@ ndm 2024

hdng Nhd nuoc)

STT Lo4i hinh giao dich Giao dich loai E Giao dich loai F Giao dich loai G

I Cic giao dich thanh torin
hang h6a, dich q hqp ph6p
tlugc t6 chuc cung irng dlch
W thanh toiin cung c6p hopc
tai cric don vi ch6p nhin th6
do c6c tl5 chuc cung ung dich
vg thanh todn chiu tnich
nhi€m lUa chgn, thim itlnh,
gi6rn s6t vd quin l1i.

Giao dich th6a mdn tli€u kiQn:
G+T<5triQuVND.

Giao dich th6a mfin c6c
di€u kiQn:
(i)G+T>5triQuVND.
(ii)G+T<100trieu
\TND.

Giao dlch th6a man cec di6u
ki6n:
G + T> 100 triQu vND.

Ghi chi:

c
TN!)

G: Giri tri cria giao dich.

T: T5ng gie tri c6c giao dlch tld thgc hign trong ngey cta th6 tlang giao dfch cira khich hang tgi mgt t6 chirc ph6t hdnh th6.
kh6ng bao g6m c6c giao dich do t6 chric ph6t hanh th6 chri rl6ng thanh torin tir th6 theo th6a thui.n voi kh6ch hing.ra.
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xAC NHAN Gr
(ban hdnh kim theo Th6

c04
CH TOAN THrt TRr/c ruYrtN
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Ghi chri:

- C6c hinh thuc xdc nhan quy dinh chi ti6t tai Di€u I I Th6ng tu niy.
- Hinh thirc xric nh4n giao dich logi G c6 th6 x6c nhfln giao dich lo4i E, F.

- Hinh thric x6c nhfln giao dich lo4i F c6 th€ x6c nhSn giao d1chlo4iE.1y

STT Giao dich
x6c nhf;n gia

tuy6n
o dlch thanh todn th6 trpc
t5i ttri6u

t
n

1

2 Giao dich lo4i F - SMS OTP ho[c Voice OTP ho4c Email OTP;
- HoIc Th6 ma trfn OTP;
- Ho4c Soft OTP/ Token OTP lo4i co btur;
- Hoqc khop dring th6ng tin sinh tr6c hgc thii5t bi;
- Hodc hai k6nh.

J Giao dich loai G

!

Giao dfch loqi E Mi kh6a bi mflt hoac m6 PIN (tryong hqrp di x6c nhan
t4i budc deng nhfp thi kh6ng bit buQc phdi xdc nhfn
t4i budc thUc hiQn giao dlch).

- Soft OTP/Token OTP lo4i n6ng cao;
- Hoac FIDO;
- Ho{c cht kf diQn ru/ chft kf di9n fii an toAn;
- Hoic EMV 3DS.


		BAN CƠ YẾU CHÍNH PHỦ - ĐT: 0243.7738668; Fax: 0243.7738668; Email: ca@bcy.gov.vn
	2024-11-15T14:11:05+0700
	PHIÊN BẢN THỬ NGHIỆM
	Ngân hàng Nhà nước Việt Nam ký số bản sao văn bản điện tử!




